VPN SETUP GUIDE

SECURITY NOTE:

A VPN system grants you a certain amount of access to the remote network, as if you were physically connected at the network site.
By using this system, you understand that you are being trusted to maintain the security of this network by NOT sharing keys,
certificates, user names, passwords, or other confidential data.
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WINDOWS - SETUP INSTRUCTIONS

1. Download the latest OpenVPN Installer from the following link: http://openvpn.net/index.php/open-

opETVDN-install-2.3.6-1001 686 238 || GnuPiG

Installer {32-bit}, Windows XP and [ater. |

source/downloads.html

Installer (G4-tit], Windows X2 and later openvpn-install-2. 3. 6-001-x86  §4.e%E GnupP signare

In=taller {32-hi), Windows \Vista and laber | ‘ DpEnVDN-in: Z.3.6-1601-1686. 630 ‘ | GnuPG Sionaiure ‘

GnuPG 5

&-Fd -G

Installer (64-hit), Windows Vista and later opsmyom-install-2

2. Open or run the installer and press “Next”. WD S ESSECR -

Welcome to the OpenVPN
2.3.6-1001 Setup Wizard

This wizard will guide yiou through the installation of
OpenPN , an Open Source YPH package by James Yoman.

Nata that the Windows version of OpenvPN vall anly run on
Windowss 4P, or higher.

| OpenVPN 2.3.6-1001 Setup =R ===

3. PI‘ESS “I Agl‘ee”. P License Agreement
Please reviaw the hoense terms before instaling OpeniPi

2.3.6-1001.

Press Page Down to see the rest of the agresment,

IpeniPi (TM) - An Open Source YPM dasmon =

Copyright (C) 2002-2010 OpenVFM Technologies, Tnc. <sal p.net>

This distribution conkains multiple components, some

of which Fall under different licenses. By using OpenvPhl
or any of the bundled components enumerated below, you
agree ko be bound by the conditions of the license For
each respective componenk,

OpenyPh trademark, -

IF you accept the terms of the agreement, dick T Agres ta continue. You must accept the
agreement bo install OpenVPi 2,3.6-1001.

[ <Beck [ tagee | [ comcel

| OpenvPh 2.3.6-1001 Setup = B )|

4. Leave all options at default unless you know what you need.

Choose Components

Chaase which features of OpenVFR 2,3.6-1001 you warit to
install,

Selact the componants to installfupgrade. Stop any CpentPN processes or the OpenVPi
service ¥ it is running, Al DLLs are installed ocally,

Select components bo install; ] Open'F Lisar -Space Components | - |
[¥] OpenveM Service
(%] TAP Virtual Ethernet Adapter
[¥] OpeniiPH GLI
[¥] Cpen'PH File Associations
[ CpensaL Utiities -

I e P Y Y = e
Description
Space required: 4. 1MB .

<Bork || med> | [ comel
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5. Select destination folder — we suggest you leave the default
option in place.

6. This box may or may not appear. If it does, click to mark the
“Always trust...” checkbox and then press “Install”.

7. When completed, press “Next”. This step may take a few
moments.

8. Press “Finish”. Do not run the OpenVPN program yet, even
if it asks you to.

9. On your desktop, right-click the “OpenVPN GUI” icon and select “Properties”.
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1 OpenVeN 2,3.6-1001 Setup =] =

Choose Install Location
Chaose the Folder in which to install OpenVPH 2,3.6-1001,

Setup will install OpenVPN 2.3.6-1001 in the Followsng Folder. To installin a different Folder,
click Browsse and sebect another Folder. Click Install to start the instaliation.

Destination Folder

Space required: 4. 1MB
Space avalable: 175,366

<Back || mnstal | [ concel

+ | Windows Security

Would you like to install this device software?

= Mame: TAP-Windows Provider VB Network adapters
&‘ Publizher: OpenVPN Technobogies, Inc.

Abways trust software from "OpenVPN | _1r|.§.tal:l .__| _D_oBTIn—n;II]
Technolegies, Inc.”.

0¥ You should onby inctsll driver softwane from publishers you trust. How
device software ke safe to inoall?

| OpenVPM 2.3.6-1001 Setup

# Inztallation Complete

% Setup was completed successfuly,
Completed
L |
[ Critput: folder: C:iProgram Files\OpenvPiibin -

Extract: plzo2-2.dl... 100%

Cutput folder: C:\Program Files\OpeniPribin

Extract: lbpkes1-helper-1.dll.., 100%

Cuitput Felder: C:iProgram Files\OpeniPiy

Extract: icon.wo.., 1009

Cuitput folder: C:\Program Files\OpenvPididoc

Extract: lcense txt, ., 100%

Created uninstaller: C:\Program Files\O, TLininstall, exe
Comgleted

| e

| OpenVP 2.3.6-1001 Setup = R

Completing the OpenVPN 2.3.6-1001
Setup Wizard

CpenvPH 2.3.6-1001 has been instaled on your computer,
Click Finish to close this wizard,

Start OpentFi GUI

7 Show Readme

Fibating preos varoni

Zendts

Copy
ot shortr
[

Ranwme

Fropotx
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10. Go to the “Compatibility” tab and click to mark the checkbox for “Run | 4 osenveistibropertes ==}
this program as an administrator”. Press “OK”. e ey e R e
IF you have problems with this program and it wotked conectly on
an markar vession of Windows, select the compatibiity mads that
matches that eailier version.
Help me choose the settings
Compalibilty mode
|| R Ihis program in compatiility mode for
Settings
Prrilege Level
|| Rum this program as an administ stor
(L5 Crane setings for ol e |
[k J[ Concel ][ eon
. . . . . dmi PF com <donotreply@poimsis.com>
11. Save the OpenVPN configuration file from the email you received| e s -

12.

13.

14.

15.

16.
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this guide in. It should be named similar to “username.ovpn”.

B [doeovpn v | 4
Copy this file to the OpenVPN folder, usually either O T =]
File  Edit View Teols Hel
“C:\Program FiIES\OpenVPN\COHﬁg” or “C:\Program Files (Qigancs » f| Open- > F MNew folder
(x86)\OpenVPN\config”. B m Ly
& toewi ik (24 : ::::n:.:;
Now, you can launch the OpenVPN client by clicking the icon s

on your desktop.

When open, you will see the OpenVPN icon in your system tray. You can
right-click the icon for an option menu, including the “Connect” option.

As you connect, you will be prompted for a user
name and password. These will always be synced to
your domain login credentials.

When you are through working, simply right-click
the OpenVPN icon in your system tray and select
“Disconnect”.
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Hedlio,

This email is from Supplies Unlimited, Inc. You are receiving it because y
Please review the attached PDF user guide and contact your support per
IMPORTANT! Please do NOT share the infarmation contained in this em
other malicious behaviour,

MNOTE: You will be prompted for a user name and password when conne

2 Attachments

A VPN _USER GUL..

View Log
Edit Config

Change Pasrword

[ CiperVPN Connection (jdoe)
Cunenit State: Cannecting

"wWed Dec 03 10:21:32 2014 MOTE: ~user option iz not mplemented on Windows

'wied Dec 03 10:21:32 2014 NOTE: --group option is no! implemented on Windows

\wied Dec 03 10:21:32 2014 DperVPH 2.35 186_64 484 mingud2 [SSL |Upsn99l.]1 [LZ0] [PKCS11] [IPvE] by
wed Dec 03 10:21:32 2014 library versions: OpenSSL 1,01 15 Oct 2014, LZ0 2.

OpenWN - User Authentication

Userame: doe

Fassword: sessseny|

o ]

Hide
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MACINTOSH - SETUP INSTRUCTIONS

1. Macintosh uses a command-line version of OpenVPN, but to make it easier
for users, we suggest using an application called “Tunnelblick” to act as an
interface for you. Download this application from the following URL:
https://code.google.com/p/tunnelblick/wiki/DownloadsEntry#Tunnelblick St
able Release

2. When downloaded, open the disk image and double-click where it says

) tunnelblick

FrojectMome  Dowelosds W lusues  Soce
Summary  Feopie

Project information

Staweed by 1337 umers
Prodec) Tooos
Code Beanss

bGP w2
Labebs Dovwrogd

“Click to begin™.

Double-click to begin
Start mit Doppelklick

A @

Tunnelblick Or|
Document;

3. Accept any warnings about downloaded programs from the internet and continue to install.

4. If prompted to install in “Applications”, accept and continue. You may be required to enter an

administrator password for your machine.

5. When the installation succeeds, you will see the following screen.
Go ahead and press “Launch”. m

Installation succeeded

Tunnelblick was successtully installed.

Do you wish 1o launch Tunnelblick now?

( quit ) ( ‘Launch )
e ol L et :

6. On the welcome screen, press the button that says “I have

configuration files”. m e ——

. Quiv ] 1 DO NOT have configurarion files § (¥ have configuration files — |

7. Press “Done” on this screen.

8. The next screen asks about automatic program updates. Choose whichever
you prefer.

9. Save the OpenVPN configuration file from the email you received this guide in. It should be named

similar to “username.ovpn”. By default, it downloads to your “Downloads” folder.

10. Open Finder and browse to the saved file. Double-click it and choose “Only Me” when asked whether

to install for all users.
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11. Press “OK” when complete.

Install Configuration For All Users?
Do you wish to install the ‘Jeor” comfiguration 1a that all
WSEFS Can use B, oF 50 that anly you can ue It?

{ Allusers ) ( Cancel ) 0 Onlyme )

12. You may now click on the Tunnelblick icon in your system tray for an options ] Wed 11:58 AM Q] Q

menu. Choose “Connect...”

KA rtive Con +1m
NO ACTiVe Lonneclions

Connect jdoe
Add a VPN...

VPN Details...
Quit Tunnelblick

13. If prompted to “Use down-root plugin”, choose

It is likely that

Use "down-raot’ plugin for OpenVPN?

[13 3 IR
Always USE thlS plugln . The configuration file for "jdoe’ appears to use the "wser” and/or ‘group’ optiens and is
using a down script (Do not set nameserver’ not selected, or there is a "down’ optien In the
canfiguration file).

ing the fdone ically when the i last)

will fail unléss the "openvpn-down-root.s0" plugin for OpenVPN is used.

Do you wish to use the plugin?
__ Do not warn about this again for this configuration

f\' Always use the plugin ) (" cCancel ) (Do notuse theplugin )

14. As you connect, you will be prompted for a user name and password.

These will always be synced to your domain login credentials.

15. You should see the following when connected.

16. If you see a pop-up message like this when connected, check the |

box that says “Do not check for IP address changes” and press
“OK”'

Tunnelblick: Login Required

A username and password are required to
connect to
|doe

Username:. jdoe

Password: |"-----o ]

_ Save in Keychain

" = - =
Cancel | oK )]

[E] Wed 11:59AM @ Q

Timneltiick

‘A

Warning

This computer's apparent public IP address was not
different after connecting to jdoe. It is still
24.131.37.103.

This may mean that your VPN is not configured
correcthy.

] Do not check for IP address changes

o)

17. When you are through working, you may simply click the Tunnelblick icon in your system tray and

select the “Disconnect” option.
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ANDROID - SETUP INSTRUCTIONS

& N i3
1

®PENVPN

Connact 0) Secure

1. Open the Play Store and search for, then download and install the app titled “OpenVPN=

Connect”.

2. Save the OpenVPN configuration file from the email you received this guide in. It

Saye to Drve

should be named similar to “username.ovpn”.

prsswand f e aame
Sive

3. Open the OpenVPN Connect application from your home screen or App Drawer.

4. Press your Menu key and select “Import”.

5. On the pop-up, choose “Import Profile from SD card”.

6. The profile should import and leave you at the following screen. You will be prompted
for a user name and password. These will always be synced to your domain login
credentials. You may also choose to save the credentials so you are not asked to enter
them each time, though we suggest for security reasons you do not.

7. You should see the following screen when connected. You may now minimize the app
and continue working.

8. When you are ready to disconnect, slide your task bar down and choose “VPN is
activated by OpenVPN Connect”.

vated by DpeaVPHN Cor

9. On the pop-up, press “Disconnect”. 0 o
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10S DEVICES - SETUP INSTRUCTIONS

1. Open the App Store and search for, then download and install the app titled
“OpenVPN Connect”.

2. Open the OpenVPN configuration file from the email you received this guide in. It
should be named similar to “username.ovpn”. If given a choice to select which app to
use to open, choose the OpenVPN Connect application.

3. When the file opens in OpenVPN Connect, click the green plus symbol to import the
configuration.

4. Enter your domain credentials in the username/password fields and save.

5. To connect, click on the switch to turn it on. Disconnecting is the same, click on the
switch to turn off.
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OpenVPN Connect
By OpenVPN Technologies

Description

What's New

(s AAT® mdOPM T
KA Inbesian (8 N
T YO Wik DO PIOMBTOa Tora

Cancel

e KIAT # 840 Pl YT

OpanVPN

A protin is avaitable [’ ’

i B8.0.110.88/menh
S Smncaed pentiie

QIUD

Piivnte Tunned - Your Secure snd
Private Path 1o the Ietormot

(§) CoonPH Access Sarvee - VPN
t Solution 1or your Business.

m—E war PR

Abaut OponVPN Heip

(3} OpenVPN Connect
66.0.119.86/enorih

Slandand peafile

#
= Fih
a0

1L sesmens
Save

4| Discomnectod

o ATAT TGN BRI
Abaut OponVPN Help
(3} OpenVPN Connect

66.0.119.86/enorih
Slandard profile

ol Coomected

»&I.

Duration 2
Packit received 4 Bconds ags
Bytes In BaS KA
Bytes Out 6 M

Privte Tunnal - Your Securn snd
Prevate Path 10 the Internat

() OpenPh Acoess Sorver - VPN
T Sciution for your Businass
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TROUBLESHOOTING

*  Windows IPv6 applications may not function correctly. You may modify the TAP adapter in the
Network Settings Control Panel to remove [Pv6 from the adapter.

* Android sometimes has DNS issues. If you are unable to reach any internal machines, try disconnecting
and reconnecting, which should reset your DNS.

* Macintosh clients sometimes lose DNS resolvability. Try disconnecting and reconnecting. If this fails,

try to reboot your machine. If the issue continues, contact your administrator for further
troubleshooting.

* IOS clients can also have DNS issues. As with the other devices, if you experience loss of DNS
resolution, please disconnect and try again.

* For any issues not listed or other problems or concerns, please contact your network administrator for
assistance.
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